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Abstract

The paper presents an elegant method to test univariate polynomials Z,(z) — p being a
prime — for the existence of real roots and then to extract them. The method is illustrated
through representative examples.
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1 Introduction

Identification of real roots of univariate polynomials with coefficients in a finite field Z,, is of interest
in different fields like cryptography and computer algebra [1-3,5,6 ]. This paper presents an elegant
method to ascertain the existence of real roots of such polynomials and then to identify them. Its
application is illustrated through two representative examples. In fact the method can be looked
upon as an extended application of the ‘root squaring’ approach used for the extraction of roots of
polynomials used along with factorization of (p-1) based on the fundamental theorem of arithmetic
[7].

2 Existence of Real Roots

Let S(z) be a polynomial in the indeterminate z expressed as
S(x)= 2"+ ap2" '+ -+ @+ a (1)

with {an—1, an_2, , , a1, ao} € Z,. The coefficient of z™ is taken as unity for convenience but the
results are equally valid for the general case. Let {o;} € C be the set of n roots of S(z). Let {3,}
€Z,, be the set such that for all 3;

5(8;) = 0(modp) (2)
Equation (2) implies that { §; } is the set of all real roots of S(z) (mod(p)) in Z,. From S(z) form
the polynomial S,_1(y) (as explained later)

Sp 1 (Y) = Y+ byt o by + by (3)
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with the set {a§_1} C being its n roots. For any 3, satisfying Equation (1) the corresponding

2= 7" (mod p)

satisfies Equation (3). Here again {7;} represents the set of all real roots of S,_1(y) (mod(p)) in
Z,. Since B; € 7,

v = B (mod p) =1 (4)

This leads to the identity

1+ bpq+ -+ b+ by =0 (mod p)
for all 3;. In other words if

1+ b1+ -+ b+ by 0 (mod p)

a [3; satisfying Equation (2) does not exist.

This constitutes a direct method of ascertaining the existence of real roots.
Example 1

p = 751 is a prime number. With a random selection of elements from Z-5; we get
S(z) = 27 + 6725 + 688z° + 439z + 27723 + 25622 + 399z + 618

The corresponding S7s0(y) is

Szs0(y) = y” + 280y° + 18y° + 647y* + 444y® + 19822 + 6661 + 750

which leads to

1 + 280 + 18 + 647 + 444 + 198 + 666 + 750 = 0(mod 751)

pointing to the possibility of real roots in Zzs;.

Example 2

Again with Z75 (618 — the coefficient of z%in S(z) in the above example — is changed to 619)
S(z) = 27 + 6725 + 6882° + 439z* + 27723 + 25622 + 399z + 619

The corresponding S(y) is

S(y) = y" + 713y°% + 271y + 430y* + 541y® + 22922 + 317z + 750

leading to

1+ 713 + 271 4 430 + 541 + 229 + 317 + 750 = 248(mod 751)

implying the clear absence of real roots in Zrs;.

3 Extraction of Real Roots

Referring to Equation (1) we are interested in finding out all 3, € Z, such that S(5;) = 0(mod p).
Let g be a primitive element of Z,(an element having order p — 1). Let (p-1) be factored as

p=1l=q'e" .. ¢ (5)
q1, q2, - - qr being primes. Let
€1
g=g" (6)
and
05" 4 =4 (7)



Author’s Name

Then

gi =g’ =1(mod p)
A brute force approach to identify all 8, values satisfying Equation (2) is to evaluate S(z) for all =
€ Zpand to pick out §; as those satisfying S(z) = 0(mod p). Let S;«1(z) be the polynomial formed
from S(z) such that .

Sy (2= 81) =0
whenever
S(B;) = 0.
If we identify all the J; such that S (d; ) = 0(mod p), all the (¢7* )™ roots of §; can be obtained
and J; selected there from such that S(3;) = O(mod p). The search for §; is limited to a total of
452q5° ... ¢ = g numbers which is more often much smaller than (p - 1) which is the range of search
for 3;. Once a d; is identified one has to search for the corresponding 3, by substituting all the
;' roots of §; in S(z). A real root is identified here through a maximum of (¢ + ¢i* ) polynomial
evaluations which is conspicuously smaller than (p-1).

4 Formation of S ¢ (z)
q

Let a€ C be a root of S(z) in Equation (1) — a polynomial with real coefficients. The polynomial
S(z) S(-z) has a? as its roots; further the coefficients of odd powers of z are zero here. With this
Equation (1) becomes

S (%) = 2™+ by 2™ 2+ o b+ by (8)
All b; in Equation (8) are formed as respective ¥ a; a; (mod p) values; hence {b,_1, bp—2, . . . b1,

bo} € Z,. Proceeding on the same lines with {1, A\, A?} € C as the cube roots of unity, the product
polynomial S(z) S(z\) S(zA?) has a3as its roots; it has the form

S (%) = 2™+ 2™+ o+ a2+ g (9)
Further only the coefficients of 2%/ in Equation (9) can be non-zero; All ¢; in Equation (9) are
formed as respective ¥ a,, a; a; (mod p) values and hence {¢,_1, ¢p_2, . . . ¢1, o} € Z,. The

procedure can be generalized to get the polynomial with a’as its roots for any desired value of b.
Let A; be a ¢;"root of 1. If S(z) = 0(mod p) for 3;, S(z;) = 0(mod p) for z = ;A ~". Considering
all the ¢;"distinct roots of 1, x)\ji for all j in {0, 1, 2, . . . ¢1-1} have respective roots in the
corresponding polynomials S(f; M). Consider the product polynomial

q—1

Su (2) = [] SA) (10)

=0
It is characterised by the following:

1. Coefficients of z* = 0 for k # 0 (mod q).

2. B are the roots of S, (z).

2
Starting with S, (z) following the above procedure once again, the polynomial Sgz(z) with z]q-l as its
roots can be formed; repeating the procedure e;times one can form Sq‘l'il (z) the polynomial whose

€1
roots are B}h .
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5 Formation of Additional Polynomials and Root Extrac-
tion

A total of q values of z are to be tried out with Sqfl (2) to identify all the Bgll values. The equation
formation can be continued further and the range for search of roots reduced. With A\, being the
q2'"root of 1, form the product polynomial Sgc14,(2) from Spei(2) as

q2—1

Sgrg, ()= ] (M) (11)

=0
Equation (11) is characterized by the following:

1. Coefficients of z* = 0 for k # 0 (mod ¢).

€1
2. B;-Il ® are its roots.

Repeating the equation formation successively estimes we get the polynomial Sq‘lil g2 (z). The pro-

cedure can be continued as much as desired — if necessary until we get the polynomial with ﬁf “1as
its roots; or it can be terminated when desired and its real roots extracted through a brute force
search. In general the polynomial Sy(z) has ﬁ;’ as its real roots with b € Z,. With every ﬁjb all
its ™ roots have to be examined to identify the correct 3;. Different alternatives are possible as
brought out through the two representative examples below.

Example 3

S(y) in Example 1 is S750(z) obtained as explained above. With

750 = 53x3x2

We have

Ssixa (=ars) = @ + T242® + 1292° + 1662 + 3492° + 6112% + 272z + 1

Here and in the following example the indeterminate in the polynomials to be solved is retained as z
itself throughout. 3 is a primitive element of Z75; and S375(x) is to be evaluated only for two values
of z — 35°%3 (=379 — 750 (mod 751) and 35°%3*2 (=™0) = 1 (mod 751); Sg75(x) = 0 (mod 751) in
both the cases. The subsequent computations are summarized in Figure 1. 1(mod 751) eventually
yields the real root 165 (mod 751) through the sequence shown in Figure 2. Similarly 750 (mod
751) yields 24 (mod 751) as the second real root of the polynomial.

Example 4

The polynomial considered is

S(z) = z84+1019527+2517925+2572925+2980324+3310023+21912+283821+18831

with random coefficients in Zsyg07, 34607 being a prime. 10 is a primitive element in Zssg07. We
have

34606 = 113x13x2. The polynomial with x36% as roots is

Saa606(2) = 28+3324927+226042°+54712°+175542*+2173623+182732%+193592+1

S3a606(1) = 1+33249+22604+54714+175544-21736+18273+19359+1 = 0 (mod 34606)

showing the possibility of existence of real roots. The root extraction is carried out by forming the
polynomials — S11(x), Si12(=121)(%), S113(=1331) (%), S113x13(=17303) (), S113x13x2(=34606) (Z) in the same
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(sm(x} = X+ 724341205166 + 349461124 27 20+ 1}

,{3375(}(} =0(mod 751) forx = 18& x = 750)

Author’s Name

(Suast) = ¥'+330x°+ 3016+ 3006 +2x+121x%+285x+72 )

(S;s{x] = X 380K 462 + 446 + 15T+ T2+ 21 1+ 21 5}

( Salx) = X HETHH501X7+ 741 % +284x°+185x7+299x+200 }

(80x) = 46724888 +439x'+277x+256:°+398x+618 )

1=3"(mod 751) 760=3""(mod 751)
Cube roots of 1 (mod 751) | 678 | 72 | 1 Cube roots of 750 (mod 751) | 679 | 750 | 73
Sizl ) 215 | 246 | O Szl ) 0 324 |125

1= 3" mod 751) 679 =3"(mod 751)
fifth roots of 1 (mod 751) | 80 | 392 | 569 | 460 | 1 fifth roots of 679 (mod 751)| 583 | 78 | 232 | 536 | 73
Sl ) 448 | 0 | 543 | 541 | 331 Sl ) 38 | 409 | 487 | 0 | 543

392= 3*{mod 751) 536 = 3" {mod 751)
fifth roots of 392 (mod 751 53 | 485 | 499 | 117 | 348 fifth roots of 536 (mod 751)| 551 | 522 | 455 | 352 | 373
S5 ) 705 | 408 | 499 0 543 55[ ) 146 0 512 | 616 | 369

117= 3*“{mod 781) 522= 3""(mod 751)

fifth roots of 117 (mod 751) 433 [ 94 | 10 | 49 | 185 fifth roots of 522 (mod 751)| 396 | 138 | 526 | 24 | 418
S5 ) 469 | 558 | 563 | 693 0 5{ ) 564 | 535 | 537 0 722

S(x) (mod 751)has two real roots : 24 & 165

Figure 1: Extraction of real roots of a polynomial in Zzs5;

fifth root

Cube root s

1=3""(mod751) =22 1=3""mod751)

Figure 2: Root extraction sequence to arrive at the real root 165(mod751)

sequence and solving them in the reverse order. The steps in root extraction are summarized in

392=3""(mad751)

fifth root

BLLLILES

117=35"

fifth root

mod751) —————— %165(mod751)

Figure 3. The polynomial is seen to have two real roots— 17386(mod 34607) and 22712(mod 34607).

Observations:

The following observations are in order here:

1. In Examples 3 and 4 polynomial formation was continued up to S(,_1)/2(x) and search range

minimized. This is not necessary to be done; one may stop the polynomial formation earlier

and go in for a correspondingly wider search. Thus in Example 4, one may start with S;33;(x)
and search amongst all 26 possible candidate elements for real roots.

2. Different possibilities of using the ¢;-e; combinations — Equation (5) — with the respective
derived polynomials can be carefully studied to identify the optimal sequences of polynomial
formation; this may call for more investigations — especially as the size of the prime field

mcreases.

3. Z,with strong primes characterized by corresponding large ¢; values make real root identifi-

cation difficult.

6 Conclusions

The method presented to check for existence and to identify real roots of polynomials in Z,(z)

has the potential to simplify such root extraction conspicuously. In turn strengths of multivariate
cryptography schemes may be reexamined. The approach presented may also play a decisive role

in the generalized number field sieve used for integer factorization [4].
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Csm = K +10195x7+ 2517957+ 257297+ 29803x +33100x"+ 219"+ 28 382x+ 188 3D

@m{x] = x"+1n492x?+15315x“+13952x”+29911x‘+2asaaf+13332£+31592x+34603Hs‘m3(x) =0{mod 34607) only for x = 1)

@1 alx) = ¥"+32300x"+16805x"+34121x +13403x° +31044x° +18426x"+1 1098;(1—20518)

10M%E2 1{mod 34607)

Author’s Name

13" roots of 1(mod 34607) | 28776 | 16487 | 2549 | 17791 | 12465 | 25892 | 14089 | 4058 | 3159 | 25402 | 33505 | 23467 | 1
Syam() 24053 | 21700 | 33735 | 11662 | O | 16406 | 10089 | 1888 | 21758 | O 6759 | 28270 | 4780
(Sm{x] = ?+32383x?+3334x°+1400?f+22204)('+32235x’+2669?f+19963x+2323?) 10™7°= | 2465(mod 34607) 10%2 35402(mod 34607)
11" roots of 12465(mod 34607) | 32400 | 15485 | 4864 | 17791 | 32637 | 25708 | 14487 | 8542 | 13044 | 28216 | 14468
Sl ) 18404 13993 | © |33812 | 25106 | 10878 | 9703 | 182 | 3681 | 15800 | 20227
11" roots of 25402{mod 34607) | 25869 | 16321 | 27929 | 14208 | 21915 | 17924 | 4059 | 8621 | 4916 | 19888 | 11385
Sl ) a252 | B712 | 33737 | 32404 | 27005 | 34267 | 45 0 4934 | 12424 | 22713
( Suiix) = x*+9965x +25661x°+32374x +7794x"+2192x°+ 32601 °+4204x+ 26611 )
11" roots of 4864(mod 34607) | 11875 | 4367 | 31690 | 25453 | 34152 | 24910 | 12920 | 7243 | 1256 | 29354 | 24422
Sl ) 10458 ] 14703 | 32317 | 4081 24788 | 25227 1103 14517 | 12419 | 14680
11" roots of 8621(mod 34607) | 29263 | 29404 | 14459 | 12737 | 11177 | 17481 | 32115 | 27285 | 6872 | 13581 | 13268
Sul ) 8022 19215 | 34226 | 14719 0 19501 | 10604 | 17406 | 22322 | 27867 | 15018
@(x; = ¥1+10195x +25179x"+ 25720 +20803x" +33100x+219x°+ 28382x+ 1883 D
11" roots of 4367(mod 34607) | 17386 | 12077 | 4883 | 28540 | 30196 | 14453 [ 11164 | 8305 | 2821 | 18593 [ 23717
s() 0 | 22273 | 6399 | 11576 | 21605 | 17837 | 26367 | 438 | 3707 | 10678 | 17049
11" roots of 11177(mod 34607) | 5401 | 2843 [ 12825 | 22712 | 13461 [ 16415 | 6430 | 13060 | 20875 | 10591 | 13815
s() 12546 | 16345 | 4665 0 | 15241 | 7044 | 23565 | 28725 | 894D | 13908 | 6947

Figure 3: Extraction of real roots of a polynomial in Zs4g07



